Nekuumsa no ﬂpO(*)I/IﬂaKTI/IKe npeCTynneHMﬁ C ncnonb3oBaHuem MHd)OpMaLIMOHHO-
TeNNeKOMMYHUKaALUUOHHbIX TEeXHOJIOrun.

MoLLEHHMKN NOCTOAHHO NPUAYMbIBAKOT HOBbIE YITOBKM U CNOCOObLI 06MaHyTh rpaxaaH, No3aToMy
NONbITKM 3aLMUTUTb MOBUNbHbIE YCTPONCTBA Y)XKEe CTanu YacTblo Halen LMdpOoBON XN3HWU. Tem
He MeHee HeKOTopble BUAbI MOLLEHHMYECTBA OMNO3HAaTb HEMPOCTO, NO3TOMY Ba)KHO CneauTb 3a
NosIBIIEHMEM HOBbIX CXeM OO6MaHa 1 yMEeTb UX BbISBNSATD.

K Hanbonee pacnpocTpaHeHHbIM BUAaM ANCTAHLMOHHOIO MOLLEHHMYECTBA OTHOCATCS:

- «PULMHM» - BUS, AMCTAHUMOHHOIO MOLLUEHHMYECTBA, NPU COBEPLLUEHNN KOTOPOIo
3M0YyMbILLNIEHHMKN (B X04e TenedOoHHOro pasroBopa, NoCpeAcTBOM HanpasneHUs areKTPOHHOro
NMCbMa UM CMC - COOBLLIEHNA) NONYYaloT NYHbIE KOHMAEHUManbHbIe AaHHble 0 6aHKOBCKON
KapTe, HOMepe cyeTa, NOMMHbI U NapoNn Ans BXOAa B MHTEPHET-0aHK, a Takke naponm
©e30nacHOCTK, NO3BONAKOLLME MPOM3BECTU CNNCaAHNE HAXOASLWMXCA Ha BaHKOBCKOM KapTe
OEeHeXxHbIX cpeacTs. XXepTBamMu ykasaHHOMo B1aa MOLUEHHUYECTBA 3a4acTyo CTAHOBATCA
He3allULLIEeHHbIe, Manoobpa3oBaHHbIe, OBEPUMBBLIE CITIOM HACEeNeHus.

MpenctaBnasch 3a4acTylo COTPYAHUKAMM KPEOUTHBIX OpraHn3auumn, NpecTynHUKU BBOAAT B
3abnyxgeHne rpaxxgaH OTHOCUMTENBHO COBEPLUAEMbIX HECAHKLMOHUPOBAHHLIX CMIMCAHUN
OEHEeXHbIX CPeacTB, OCYLLECTBNAEMbIX MOKYNKax 1 T.MN., NOCHe Yero NPoCcAT Ha3BaTb
KOH(pnaeHUnanbHble CBEAEHUS C LIENbO NPecevYeHns BO3MOXHOIO COBEPLUEHNSA NPECTYNNEHS.
"paxkgaHe, goBepsasa NonyyvyeHHon nHgpopmaumm, xenasa obesonacuTb CBOU AEHEXHbIE CpeacTBa
OT NPEeCTYNHbIX NOCAraTenbCTB, COOOLLAlOT 3anpalumMBaemyo MHopMaumio, B pesynbtaTte Yero
3M0YMBbILLIIEHHUKN NOXULLAIOT NPUHaANexalime v geHexHole cpeacTaa.

- «hapMUHM» - NpoLeaypa CKpbITOro HanpasneHus Ha NoxHel IP-agpec, To eCTb HanpaBreHne
nonb3oBaTtens Ha OMKTUBHBIA BEO-CcanT, Yalle BCEro UCnosnb3yembl s npuobpeTeHns
TOBapOB U ycnyr (ozon.ru, avito.ru, aliexpress.ru, joom, biglion, kynuHaTtop, kaccup.py, bunetep
v apyrvie)

- «QBONHag TpaH3akums» (Npy onnaTte TOBapoOB U yCNyr npogaseL, coobuwaeT 06 owmnbke n
npegnaraeT NOBTOPUTL ONepaumio, a B AanbHeENLWEM AeHEXHble CPeAcTBa ONUCHLIBAOTCA
OBaXabl NO KaXkgon U3 NpoBeAEHHbIX onepaumin)

OcCHOBHble cxeMbl TeNedOHHOro MOLLEHHNYECTBA:

1.06maH no TenedoHy.

MoLLEeHHMK 3BOHUT C HE3HAKOMOIo HOMepa M NPeacTaBnseTcs POACTBEHHUKOM (3HAKOMbIM) U
B3BOJIHOBaHHbIM rOfIOCOM COO6LLAeT, YTO 3aA4epXKaH COTPYAHUKaMM NPaBOOXPaHUTENbHbIX
OpraHoB 1 06BMHAETCHA B COBEPLLEHUN TOrO NN MHOTO NpecTynneHus (3To moxeT 6biTb AT,
XpaHeHNEe OPYXNSA U HAPKOTMKOB, HAHECEHWE TSXKKMX TENECHbIX NOBPEXAEHUN U Aaxe
ybuincTteo). [lanee B pa3roBop BCTynaeT SKOObl COTPYAHUK MPaBOOXPaHUTENbHbLIX OPraHoB,
KOTOPbIA yBEPEHHBbIM TOHOM COOBLaeT, YTO yxKe He pa3 nomoran noaam Takum obpasom. [Ans
peLueHnsa Bonpoca Heobxoanma onpegerneHHas cymma AeHer, KOTOpyto criefyeT nepeBecTn Ha
onpeaeneHHbIN pacyeTHbIV CYET N nepeaaTtb Kakomy-nmbo vernoseky. B opraHnsaumm
obmaHa no TenedoHy ¢ TpeboBaHNEM BbiKyna y4acTBYHOT HECKOMBbKO NpecTynHukoB. Habupas
TenedoHHble HOMepa Hayraz, MOLEHHWK MPOM3HOCUT 3aroToBMEHHYO dpasy, a aanee
AencTByeT no obcToATenbCTBaM, HO HepeaKo YenoBek, KOTOPOMY 3BOHUT MOLLEHHUK, CaM
Crny4ariHO noAackasblBaeT UMS TOro, KOMY HY>XXHa NMOMOLLb.



AHanornyHeiM 06pa3om MOryT 3BOHUTb MOLUEHHUKN COTPYAHUKAM roCy4apCTBEHHbIX OPraHoB,
nnbo npegnpuHMMaTenam 1, NpeacTaBnsasCb, HaNPUMep, pyKoBoAUTENEM Kakoro-nnbo
rocygapCTBeHHOro opraHa (MnpaBooXpaHUTENbHOIo, HAa430PHOIO, KOHTPONUPYHoLLEro), noa
npeanoroMm npuesfa KOMMCCUM NPoBepsoLLMX 1 TpebytloT opraHn3oBaTtb NGO «TeNnbIA NpUem»
B hbopme BGecnnaTHOro npeaocTaBneHns yenyr (nntaHve, nogapky, opraHm3aumsa oTAabixa U T.
4.), Nnbo nepeuncnnTb onpeaeneHHyo CyMMy AEHEXHbIX CPeACTB Ha YKa3aHHbIN pacyeTHbIN
cYeT AN opraHu3aumm gocyra npoBEPSIHOLMX U JOCTUXKEHUST HEOOXOAMMbIX NONOXUTENBHBIX
pe3ynbTaToB NPOBEPKU.

Kak noctynuTb B Takon cutyaumm?

MpepBaThb pa3roBop 1 NEPE3BOHNTL TOMY, O KOM MAET peydb (MO0 B yKasaHHbIN
rocygapCTBeHHbIN opraH). Ecnu TenedoH OTKNIYEH, HY)XHO CBA3aTbCS C €ro Kosineramu,
APY3bsiMM U POACTBEHHMKAMM A58 YTOUYHEHUS MHCpOpMaLnN.

2. SMS-npocbkba o nomoLun.

SMS-coobLLeHNSA NO3BONAIOT YNIPOCTUTL cxeMy obmaHa no TenedoHy. AGOHEHT nonyvaeT Ha
MOBUnbHbIN TenedoH coobLeHne: «Y MmeHsa npobnemel, knHb 900 pybnen Ha aToT HOMep. MHe
He 3BOHW, Nepe3BOHI0 caMy». Hepeako gobasnsaeTtcs obpalleHne «mamay, «apyr» Unu gpyrue.
Ha coobueHnsi c He3HaKOMbIX HOMEPOB pearnpoBaTb Herb3s.

3. TenedOHHbIN HOMep-rpabuTens.

Ha TenedoH npuxognt SMS ¢ npocbbor nepe3BoHUTb Ha yka3aHHbI HOMepP MOBUNBHOIO
TenedoHa. [pocbba MoxeT BbITb 060CHOBaHa NHOBON NPUYNHON - NOMOLLL APYrY, UBMEHEHNEe
TapudoB cBA3KU, NPobreMbl CO CBA3bIO UK ¢ Bawen 6aHKkoBCKOM KapTon 1 Tak ganee. Nocne
Toro kak Bbl nepe3BaHmBaeTe, Bac gonro gepxat Ha nuHun. Korga ato HagoenaeT, Bol
OTKNtOYaeTeCh - U OKa3biBaeTCs, YTo ¢ Ballero cyeta cnvcaHbl KpynHble CyMMbl. MOLIEHHUKK
PErncTpupyroT Takor CEPBUC U PacnpoCTpaHaoT HoMep 6e3 NnpeaynpexaeHns O CHATUM nNnaTbl
3a 3BOHOK. EgMHCTBEHHbIN cnocob o6e3onacutb cebs oT TenedOHHbIX MOLLIEHHMKOB - He
3BOHWTb MO HE3HAKOMbIM HOMEpaM.

[pyroi Bua mMolueHHMYeCTBa BbIrMSAnT Tak. [pu 3akase kakon-nmbo ycnyrn yepes akobbl
MOBMMBLHOro onepartopa Unn Npu ckaymBaHM MOBUNBHOIO KOHTEHTa abOHEHTY NPUXOAUT
npegynpexgeHve snaa: «Bbl cobrupaeTechb OTNpaBnTb COOBLLIEHNE HA KOPOTKUIN HOMEpP AN
noaTBEPXKAEHMS onepauuun, oTnpaebTe cooblieHne ¢ undpon 1, ana otMmeHsl ¢ undpon 0».
Mpun oTnpaBke NoATBEPXAEHMUS, CO cHeTa aboOHEHTa CNMCLIBAOTCH AEHEeXHble CpeacTBa.
MoLLeHHMKN NCnonb3yoT cneumarbHble NporpaMMbl, KOTOPbIE MO3BOMSAIOT aBTOMaTUYECKN
reHepMpoBaThb ThiCAYN Taknx cooblieHnin. Cpasy nocne nepeBoaa AeHer Ha hanbLlnBbIA cHeT
OHM CHMMaIOTCS ¢ TenedoHa. He crneagyeTt 3BOHMTL MO HOMEPY, C KOTOPOro oTnpaeneHo SMS -
BMOSIHE BO3MOXHO, YTO B 9TOM cry4vae ¢ Bawero TenedgoHa 6yaet aBTomaTuyeckun cHATa
KpynHas cymma.

4. Bovrpbil B NNOTEPEE UNKN Kakoro-nmbo npmaa.

B cBA3n ¢ npoBegeHMEM BCEBO3MOXHbBIX PEKNAMHbIX akLUK, NoTepen 1 po3bIrpbllLEN,
0COBEHHO C y4acTneM pagmoCTaHLmMIn, MOLLEHHUKM YacTO UCMOMb3YHOT 3TO 4SS CBOEW
aeaTenbHOCTU u obmaHa nogen. Ha Baw MobunbHbI TenedoH, Kak NpaBumo, B HOYHOE BpeMs
- npmuxoant SMS- coobLeHuns, B KOTOPOM rOBOPUTCS O TOM, YTO B pe3yrbTaTte NpoBeAEHHON
notepewu Bbl Bbirpanu aBTomobunb. Yalue Bcero, ynoMmMHaOTCA M3BECTHbIE NHOCTPaHHbIE
Moaenun, Mapku. [Insa yTouHeHust Bcex AgeTanen Bac NpocsaTt noceTuTb ONpeaerneHHbIn canTt u
O03HAKOMUTbLCS C YCAOBUAMU akUumu, TMOGO NO3BOHUTL MO OAHOMY M3 BblLLEYKa3aHHbIX



TenegoHHbIX HOMepoB. Bo Bpems pa3roBopa MOLLEHHMKM COOBLLA0T O TOM, YTO Haao
BbINONHUTE HeO6XoaUMbIE (POPMANbHOCTU: YNNaTUTb FOCMOLWNHY 1 0OPMUTL HEOBXOoAMMbIE
AOKYMeHTbl. [1na 3Toro Heob6xoanmo NepeyncnnTb Ha CHET CBOEro MOBUMBLHOIO AEHEXHYH0
CyMMYy, a 3aTeM HabpaTb onpeaeneHHyo KombrHauuo LUmdp 1 CMMBOMOB, KOOI ANg
NpOBEpPKM M NoNyyYeHus «koga pernctpaumm». KombmHaumsa undp n cMMBonoB, KOTopyto Bbl
HabupaeTe, Ha camoMm aene sBnseTcs kogom, bnarogapsi KOTOPOMY, 3r0YMbILLNIEHHUKN
nonyyatT AOCTYN K nepevmcneHHbiM cpeacteam. Kak Tonbko kog HabpaH, cyeT obHynseTcs, a
MOLLEHHMKN NCYEe3al0T B HEM3BECTHOM HanpasneHuu.

5. MNMpocTon kog OT onepartopa CBA3N.

MocTynaeT 3BOHOK, AkOObl OT COTPYAHMKA CNY>XObl TEXHUYECKOM NOAAEPXKKM onepaTopa
MOOMNbHOW CBA3N, C NPeAnoXeHneM NOAKNIOYMTL HOBYIO SKCKIMHO3UBHYHO YCNYry Unu Ans
nepeperucTpaumm Bo nsbexaHune oTKMIYEHUST CBA3UN N3-3a TEXHUYECKOro cbosd, unn ans
ynyJlieHus kavecTBa cBs3u. [Ins aToro aboHeHTY npeanaraeTca HabpaTb Noa ANKTOBKY KoA,
KOTOpbIN ABNAETCA KOMOUHaLMeNn Anst OCyLLeCTBNeHMS MOBMMBLHOIO NepeBoaa AeHEXHbIX
cpencTB Cco cyeTa aboOHEHTa Ha CYET 310YMbILLNEHHUKOB.

Kak noctynuTb B Takon cutyaumm?

MNepe3BOHMTbL CBOEMY MOOMBHOMY onepaTopy Ans YTOYHEHMS YCNOBUN, a Takke y3HaTb, Kakas
CymMMa CruLIeTCs C Ballero cyeta npu otnpaske SMS nnn 3BoHKe Ha yka3aHHbI HOMep, 3aTeM
coobwuTe o npuweaLen Ha Baw TenedoH nHdopmauun. OnepaTtop onpenenuT Toro, KTo
oTnpasnseT 9T SMS 1 3abnoknpyeT ero akkayHT.

6. OWwnboyYHbIN NepeBos CPEACTB.

AGoHeHTy noctynaeTt SMS - coobLieHne o NOCTyNNeHNN CPenCTB Ha ero CHET C NOMOLLIbHO
ycnyrn «MobunbHbin nepesoa». Cpasy nocne 3Toro noctynaeT 3BOHOK U My)XXYMHa (Unu
XeHLmHa) coobLuaeT, 4To oWnbOYHO nepeBesn 4eHbr, Npu 9TOM NPOCUT BEPHYTb MX 06paTHO
Tem xe «MobunbHbIM NepeBogoM». B eNCTBUTENBHOCTY, AEHBbIM HE NOCTYNAaT Ha TenedoH,
a YyenoBek NepeBOaAUT CBOU COBCTBEHHbIE cpeacTBa. ECnmn No3BOHUTL MO YKa3aHHOMY HOMepY,
OH MOXeT 6bITb BHE 30HbI OCTYyna.

Kak noctynuTb B Takon cutyauumn?

Ecnu Bac npocaTt nepesectu, aKkobbl OLIMBOYHO NepeBeAeHHYI0 CYMMY, HAanNoMHUTE, YTO AN
3TOro ncnonb3yetcs Yek. OTroBopka, YTO «4YeK NOTEPSIH», CKOpee BCEro, CBMAETENbLCTBYET O
TOM, 4TO ¢ Bamn obLiaeTcs MOLIEHHUK.



